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Card Safety Tips

Securing your Card details, Personal Identification Number (PIN) and Password (Verified by

VISA / MasterCard Secure Code) are vital for protection of your money. At IDBI Bank, we

constantly endeavor to offer you a more secured and safe environment to execute

banking transactions and keeping your personal detail confidential. At the same time,

your action in selecting the secured PIN & Password and keeping it confidential is of

utmost importance and play a key role in protecting your money.

Here are few Tips to protect your card from being misused:

Safety Tips for PIN & Password:

v
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Don’t share your PIN & Password with anybody

Never use a PIN that could be easily guessed e.g. birth dates, telephone numbers
or simple combinations like 1234 / 4321 / 8888 etc.

Try and memorize the PIN instead of writing it down somewhere / on Card / in
mobile / on paper and keep in your purse.

Chose a alpha numeric combination, with small and capital letters, for your
online password (Verified by VISA / MasterCard Secure Code) e.g. P@R@s587
Keep changing your PIN & Password periodically

Safety Tips for E-commerce Transactions:
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Always transact on trusted / known E-commerce websites.
Never respond to emails, websites, phones that request your Debit Card details
(Card number, PIN, Card expiry date, CVV number) & personal information e.g.

a) Call from person, pretending himself as Bank’s employee /
representative and asking you to share your card details for issuance
of new card / threatening you for forfeiting your entire balance in the
card if you do not share your card detail etc. IDBI Bank never calls /
send E-mails or SMS asking your Card & personal details

b) Call from service provider and asking you to share your card details
to complete your transaction / your bill payment or for transferring
the funds in your card for your unsuccessful transaction.




C) E-mails / websites / Pop-ups on your computer screen on offering

you good business opportunities with enormous income potential by
working from home

d) Phishing e-mails asking your card details to transfer funds / lottery
prize proceedings etc. in your card

e) Websites asking your card details for Free Registration.

f) Websites asking your card details to verify you Age.

Safety Tips for Point of Sale (POS) Transactions:
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Ensure that the Debit Card is swiped in your presence during purchases
Complete the transaction at POS by entering your PIN at POS by yourself. Shield
your PIN from onlookers by covering the keypad while entering the PIN.

Safety Tips for ATM Transactions:
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Please make sure that you conduct any ATM transaction in complete privacy.
Beware of “Shoulder Surfing”. Shield your PIN from onlookers by covering the
keypad while entering the PIN.

After completion of your transaction and before leaving the premises, be sure
that “Welcome Screen’ is again displayed in the ATM.

Look for extra devices attached to the ATMs. These may be put to capture your
card data. Inform security guard/bank immediately if any such device found
Keeps an eye on suspicious movements of people around ATMs. Beware of
strangers trying to engage you in conversation.

Never share your Card and PIN with anyone or seek help from guards/
anybody by handing over the card and revealing the PIN.

Other Safety Measures:

v

Immediately inform the Bank if your ATM/Debit card is lost or stolen or your
card is held back by any ATM. Note down the card number and debit card hot-
listing toll free number 1800-22-6999 for ready reference in case of urgency.

IDBI Bank is sending SMS alerts for all financial transactions on your card (Cash
withdrawal, Purchase at Merchant location and E-commerce transaction)
irrespective of the amount of transaction. Make sure your correct mobile number
is updated with the bank. In case you receive an alert for a transaction which is
not attempted by you then please report the same immediately to our toll free
numbers 1800-200-1947 / 1800-22-1070 or Non-Toll Free Number: 022-66937000,
irrespective be the transaction amount.
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